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1.   Introduction 
 

1.1 The purpose of this report is to provide a detailed annual update on activity and plans in place to manage the risk of fraud, 
bribery and corruption in the organisation. It supplements the details provided in the Internal Audit Updates presented to 
each meeting of this Committee. 

 
1.2 It is prepared for the Audit and Governance Committee and its purpose is to facilitate the Committee in discharging its 

obligations as defined in its Terms of Reference.  It is intended to assist in continuing the progress made to date in 

embedding an anti-fraud culture into the organisation. 

 

1.3 The report covers: 

 

 Background detailing relevant offences and the role of Internal Audit in fraud matters; 

 Detail on the recently completed self-assessment exercise on CIPFA’s Code of Practice on Managing the Risk of Fraud 

and Corruption in Local Government (2014) and the associated actions; 

 Update on the proactive counter-fraud work undertaken by Internal Audit; 

 Update on reactive counter-fraud work undertaken by Internal Audit; and 

 Details on how an anti-fraud culture is being embedded into the organisation. 

 

The report concludes by confirming that the suite of counter-fraud protocols has been reviewed and highlights the key 

changes to the fully revised and expanded Fraud, Bribery and Corruption Strategy and Protocol.  The report also highlights 

that in respect of the remaining protocols, no significant changes requiring the approval of the Committee have been made. 

The review of the Money Laundering Policy is pending and will be reported to the Committee once this has been completed. 
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2. Background  
 

2.1 Defining Fraud and Corruption Offences 

2.1.1 Section 1 of the Fraud Act 2006 defined a general offence of fraud and three ways in which it may be committed: 
 

 Fraud by false representation; 

 Fraud by failing to disclose information; and 

 Fraud by abuse of position.  
 
Fraud by false representation requires: 
  

 Dishonesty; 

 An intent to make gain or cause loss; and  

 The person makes the representation knowing that it is or might be false or misleading.  
 
Fraud by failing to disclose information requires: 
  

 Dishonesty; 

 An intent to make gain or cause loss; and 

 Failure to disclose information where there is a legal duty to disclose.  
 
Fraud by abuse of position requires: 
  

 Dishonesty; 

 An intent to make gain or cause loss; and  

 Abuse of a position where one is expected to safeguard another person’s financial interests. 
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2.1.2 The Bribery Act 2010 has defined the following offences that collectively may be termed “corruption”: 
 

 Offering, promising or giving a bribe; 

 Requesting or agreeing to receive a bribe; 

 Bribery of a foreign public official; and  

 The corporate offence of failing to prevent a bribe. 
 

It is worthy of note that the legislation states that it will be a defence against the corporate offence if an organisation has 
“adequate procedures” in place to prevent bribery.  
 

2.2 Public Sector Statistics 

2.2.1 It is estimated that fraud costs the government between £33 and £55 billion every year (www.gov.uk) and much of this goes 
undetected. 

 

2.2.2 The Chartered Institute of Public Finance and Accountancy (CIPFA) Counter Fraud Centre (CFC) identifies the main areas 
of fraud within the sector.  Within those areas, the following are of relevance to the Combined Authority: 

 Procurement; 

 Debt; 

 Insurance claims; 

 Economic and voluntary sector (grant fraud); 

 Recruitment; and 

 Insider fraud – payroll / expenses/ abuse of work time or position. 
 
 
 
 
 
 

http://www.gov.uk/
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2.3 Role of Internal Audit 
 
2.3.1 The role of Internal Audit in respect of counter-fraud is to: 
 

 Prepare and maintain a suite of relevant counter-fraud protocols for the organisation; 

 Promote an anti-fraud culture by raising awareness of fraud issues amongst officers and members, including through the 
provision of counter-fraud training; 

 Facilitate the identification of fraud risks and the subsequent management of these through service delivery areas; 

 Undertake proactive audit work to prevent and detect fraud, including the review of fraud controls (where relevant) in each 
audit review; and 

 Undertake the investigation of frauds perpetrated against the organisation or emanating from within the organisation, 
where this is deemed appropriate, including the subsequent reporting of findings, conclusions and recommendations to 
senior management. 

 
The Head of Internal Audit is also the designated Money Laundering Reporting Officer (MLRO), which entails acting as the 
main contact for receiving reports of suspected money laundering and carrying out the associated reporting.  In respect of 
the Confidential Reporting (“Whistleblowing”) Protocol, the Head of Internal Audit is also designated as one of the recipients 
of such reports, along with Legal and HR officers, but also has the role of monitoring the effectiveness of the Protocol. 

 
2.4 Role of Management 
 
2.4.1 Whilst Internal Audit has an important role to play in supporting the organisation to manage the risk of fraud, it is vital to 

remember the key role of management.  The role of the Executive and Senior Leadership Teams is detailed in the Fraud, 
Bribery and Corruption Strategy and Protocol as: 

 
“Executive Directors, Assistant Directors and Heads of Service have responsibility for implementing the anti-fraud culture in 

their Directorates, and for ensuring that there is an effective system of internal control in place so as to manage the risk of 
fraud, bribery and corruption in their services.  Executive and Senior Leaders should understand the actions to take if they 
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have suspicions or receive reports of suspected fraud, bribery and corruption, and they should be champions of good 
counter-fraud practice and demonstrate ethical conduct. 

 
In the event that there is evidence that a significant act of fraud, bribery or corruption has been committed, or where a 
significant weakness in the internal control framework has been found, ELT members are required to implement or facilitate 
the implementation of actions to improve prevention or detection (usually recommendations set out in an Internal Audit 
Report).  In the event that there is evidence that a significant fraud, bribery or corruption offence has been perpetrated, the 
Executive Director of Corporate Services would take the decision on referral to the Police, based upon relevant advice.” 
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3. Managing the Risk of Fraud and Corruption  
 
3.1 CIPFA published the Code of Practice on Managing the Risk of Fraud and Corruption in Local Government in 2014. The 

Code is not mandatory, but it represents best practice, and compliance with the principles set out in the Code enables the 
organisation to demonstrate effective financial stewardship of public funds. 

 
3.2 The Code has established a common set of principles for managing the risk of fraud and corruption in local authorities.  
 
3.3 The principles are: 
 

 Acknowledge the responsibility for countering fraud and corruption; 

 Identify the fraud and corruption risks; 

 Develop an appropriate counter fraud and corruption strategy; 

 Provide resources to implement the strategy; and 

 Take action in response to fraud and corruption. 
 
3.4 Beneath each of these principles, there is a number of performance statements that are used to evaluate the effectiveness 

of the organisation in managing the risk of fraud and corruption.  The document takes the form of a self-assessment that 
examines all aspects of the organisation’s strategic focus on and response to, the risk of fraud and corruption. 

 
3.5 The self-assessment indicated 82% compliance with its requirements – which means that the organisation is meeting the 

standard set out in the guidance.  This is a significant improvement from the level achieved last year of 52% and is due to 
the sustained efforts of Internal Audit to address the areas of weakness identified in last year’s assessment namely raising 
awareness of fraud, and through adding significant additional content to the revised Fraud, Bribery and Corruption Strategy.   

 
3.6 However, it is clear from the results of the assessment that the main area for focus in the coming year is the need for the 

organisation to identify and assess its fraud risks and ensure that appropriate measures are in place to manage these risks.  
This will inform the overall assessment of fraud risk across the organisation, which will then be used to influence the 
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direction of the fraud strategy of the organisation.  It is therefore of the utmost importance that the process of populating 
fraud risks in service and project risk registers is undertaken as a matter of urgency.   

 
3.7 The outcomes against each of the principles are detailed in the table below. The compliance levels for each standard in the 

2021-22 assessment are given so as to demonstrate the direction of travel: 
 

Principle Compliance Level 
2022-23 

Compliance Level 
2021-22 

Key Areas for Development 

Acknowledge 
Responsibility 

83% - Meeting the 
standard 

63% - Good level of 
performance 

 Continuation of Internal Audit activity 
carried out since the 2021-22 self-
assessment to develop fraud awareness, 
with the objective of encouraging the 
Executive and Senior Leadership Teams 
to promote fraud awareness more 
explicitly and to explore actively 
opportunities for fraud 
prevention/detection. 

Identify Risks 48% - Basic level of 
performance 

41% - Basic level of 
performance 

 Not sufficient corporate awareness of 
significant fraud risks 

 Escalation of significant fraud concerns 
does not happen as a matter of course 
 

Develop a Strategy 99% - Meeting the 
standard 

1% - Not meeting 
requirements 

 No significant actions arising 

Provide Resources 92% - Meeting the 
standard 

85% - Meeting the standard  No significant actions arising 

Take Action 90%- Meeting the 
standard 

72% - Good level of 
performance 

 No significant actions arising 
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3.8 The following table details the actions arising from the assessment, including those from 2021-22.  One new action has been 
added which focuses on the most significant area of weakness arising from the assessment, relating to risk identification and 
assessment.  Action 6 remains open and is a matter of continued focus.  It is worthy of note that whilst Internal Audit will 
facilitate and support the organisation to implement the necessary actions, engagement and input across the organisation, 
and particularly the support of the Executive and Senior Leadership Teams, will be necessary so as to ensure success.  

 
Ref Action Responsibility Implementation 

Due Date 
Progress Update 

1 All risk owners must assess the fraud risks 
associated with the service or project they 
manage and formulate proportionate 
responses to these risks.   
This will facilitate the escalation of significant 
fraud risks where necessary. 

Risk owners 
 
 

31 March 2023  

2 Encourage the Executive and Senior 
Leadership Teams to raise awareness of 
counter-fraud issues with their teams, 
including promoting take-up of counter-fraud 
training, discussion of fraud risks and 
controls and exploring opportunities for fraud 
detection and prevention. 
 

Internal Audit to 
facilitate 
 
ELT/SLT to action 

31 March 2022 Completed 
 
The Head of Internal Audit discussed fraud 
with the leadership teams on a number of 
occasions during 2021-22 and 2022-23, and 
this continues as a regular event. 
Examples include fraud awareness updates 
delivered to SLT meetings, issue of updates 
regarding take-up of fraud awareness e-
learning, and the inclusion of fraud risks on 
risk registers for consideration by all Heads 
of Service/Assistant Directors. 
 

3 Risk Management Policy to be updated to 
make explicit mention of fraud risk and its 
treatment, including the escalation of 
significant fraud risks. 
 

Risk Manager 30 September 2022 Completed 
The Corporate Risk Management Policy and 
Handbook has been reviewed and updated 
to include specific mention of fraud risk, and 
fraud risks have been included within the 
corporate risk register template. 
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Ref Action Responsibility Implementation 
Due Date 

Progress Update 

4 Support the development of fraud risk 
assessment by facilitating fraud risk 
workshops with areas of the business where 
fraud risks are highest and ensuring that the 
results of the workshops are used to inform 
Service Risk Registers.  
Establish regime of regular reminders to 
update fraud risks in Service Risk Registers, 
including consideration of any new/emerging 
fraud/corruption risks. 
Consider the use of fraud loss estimates to 
inform the risk assessment. 

Risk Manager/Audit 
Manager 

31 March 2022 Completed 
Joint audit and risk workshops were 
delivered during International Fraud 
Awareness Week 2022 to explore fraud risk 
and ensure this is adequately reflected within 
Service Risk Registers.  These sessions will 
be offered again in the months ahead. 

5 Utilising the data gathered from the fraud risk 
assessment, compile and implement a 
Counter- Fraud Strategy for the organisation.  
Once compiled, the effectiveness of the 
Strategy should be evaluated and reported, 
including within the Annual Governance 
Statement. 

Head of Internal 
Audit with input from 
ELT/SLT 

30 September 2022 Completed 
The Fraud, Bribery and Corruption Strategy 
has been fully updated to include all 
necessary content.  Following approval, the 
Strategy will be issued to all staff. 

6 Monitor the take-up levels of the Fraud 
Awareness e-learning and follow up to 
completion with Executive and Senior 
Leadership Teams as necessary. 

Head of Internal 
Audit 

Ongoing In progress 
72% of the workforce have completed the e-
learning package - a significant increase in 
the last year (previously at 49%).  Individual 
email reminders were sent to every member 
of staff yet to complete the training, as part 
of International Fraud Awareness Week. 

7 Monitor the quality and completeness of how 
fraud risks are dealt with in Committee 
reports and provide input to report authors to 
support the written guidance. 

Risk Manager Ongoing Completed 
The Risk Manager reviews all the quality of 
risk content in all Committee reports and the 
heightened awareness of fraud risks means 
that this is now a particular focus.  

Table 1 
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3.9 This Committee will continue to be kept appraised of the implementation of the actions identified as a result of the self-

assessment through the regular Internal Audit Updates. 
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4.   Proactive Fraud Work 
 
4.1 Internal Audit Plan 
 
4.1.1 The Internal Audit Plan 2022-23 includes 30 days for proactive counter-fraud work across both Merseytravel and the 

Combined Authority.  It is also of note that key anti-fraud controls are also evaluated as part of a significant number of other 
audits within the Plan such as Creditors, Payroll and Gifts, Hospitality and Declarations of Interest.   

 
4.1.2 The Plan includes the following areas of focus shown in Table 2:  
 

Audit Title Days Allocated Progress 

Recruitment and Selection 15 Commenced 

Rail Operators - Stock Control 15 Not yet commenced 

Fast Tag / T-Flow Account Management 10 Not yet commenced 
                            Table 2 

 
4.2 National Fraud Initiative 

 
4.2.1 Internal Audit oversees and co-ordinates the organisation’s involvement in the National Fraud Initiative (NFI). This is a 

national exercise, and it is a requirement that the organisation participates. The main NFI data matching is undertaken every 
two years, the results of these matches are fed into a national report at the end of each cycle.  

 

4.2.2 Data from the Payroll, Creditors and concessionary travel systems are uploaded to the dedicated Cabinet Office website and 
are matched with data within and between participating bodies so as to identify potential frauds and errors. On receipt of the 
results, the organisation has responsibility to follow up and investigate the matches.  

 
4.2.3 The organisation has submitted its data for the 2022 exercise and matches are expected to be released in January 2023. 
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5. Reactive Fraud Work 
 

5.1 There is a provision of 58 audit days in the Internal Audit Plan 2022-23 for the investigation of allegations of fraud, bribery or 
corruption. 

 
5.2 Internal Audit will become involved in the investigation where the allegation requires the specialist skills possessed by the 

service.  Such work can entail examination of key records, interviewing staff to obtain information, and evaluation of 
evidence, culminating in the production of a report for management giving recommendations that detail actions to address 
issues identified.  Such reports will conclude on whether, on the basis of the work undertaken, the allegation is believed to 
be founded or not.  The report will often also include details of improvements to the system of internal control more widely, 
so as to strengthen the anti-fraud controls in place.   

 
5.3 During 2022-23 to date, there has not been any significant referrals made to Internal Audit.   
 

5.4 It is also a requirement of the Fraud, Bribery and Corruption Strategy that Internal Audit is notified of any frauds detected 
within the organisation, and so far, this year, no such reports have been received. 
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6. Embedding an Anti-Fraud Culture 
 
6.1 Fraud Risk 
 
6.1.1 A Fraud Risk Register was prepared in the past for Merseytravel, and this contained specific transport-related fraud risks.  

However, the risks identified had not been placed under the “ownership” of members of Senior Leadership Team (SLT), so 
the Risk Register did not highlight the specific actions to be taken in respect of each risk, and so there was no reflection of 
how the risks were being managed.  In addition, by being held by Internal Audit, the Register gave the false impression that 
it is the responsibility of Internal Audit to manage fraud risks. 

 
6.1.2 So as to make the identification and management of fraud risk more effective, by bringing this under the direct attention of 

members of Senior Leadership Team, an exercise is underway to review and update the identified fraud risks.  Rather than a 
single set of fraud risks being held centrally, each SLT member has relevant fraud risks contained within their Service Risk 
Register.  This is so they can evaluate the risk for their service, look at how the risk is being managed within the context of 
their service, and propose actions for the continued management of the impact and/or likelihood of each risk.  The Internal 
Audit service has held and continues to offer workshops to support managers in highlighting and managing fraud risks. 

 
6.1.3 The risks under consideration are: 
  

Generic risks – which would apply to most organisations: 
 

 Cyber and information; 

 Tangible assets; 

 Bribery; 

 Procurement; 

 Creditors; 

 Debtors; 

 Treasury Management; 
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 Insurance; 

 False Accounting; 

 Money Laundering; 

 Payroll; and 

 Recruitment.  

 

Specific risks – which relate to the activities of this organisation: 

 

 Misuse of grant funding; 

 Improper use of powers; 

 Falsification of records; 

 Concessionary travel; and 

 Ticketing. 

 
6.2 Engagement with Fraud Groups 
 
6.2.1 Internal Audit participates in the Mersey Region Fraud Group, which is comprised of the constituent local authorities within 

the Combined Authority area.   
 
6.2.2 Internal Audit also contributes to the North West Chief Audit Executives Counter-Fraud Sub-Group, which develops practical 

solutions to mitigate current and emerging fraud risks and responds to sector-related change and challenges.   
 
6.2.3 As both of these Groups comprise local authorities, which have a different range of services and associated fraud risks, 

there can be limited applicability to the Combined Authority of some of the activities being undertaken.  The Head of Internal 
Audit engages frequently with her counterparts in other Mayoral Combined Authorities so as to share experiences and 
knowledge, and a comparison of fraud risks has been undertaken so as to ensure that relevant fraud risks have been 
encompassed. 
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6.3 Training and Awareness 
 
6.3.1 In June 2019, an e-learning package on Fraud Awareness was developed and launched to all staff.  The package is a basic 

introduction, and covers fraud, bribery, corruption and money laundering, and the key actions employees should take to 
prevent and detect fraud in their areas of responsibility. To date, 72% of employees have undertaken the training, and direct 
follow up work with Departments to boost the take-up rates continues, including during International Fraud Awareness Week 
2022, when targeted emails to staff who have not completed the training will be sent.  

 
6.3.2 A fraud awareness campaign was undertaken during November 2022, to coincide with International Fraud Awareness Week.  

The aim of the week is to heighten the awareness of the scale of fraud in the public sector, and the key focus this year was 
encouraging all employees to complete the Fraud Awareness e-learning course (as highlighted in 6.3.1 above), and to report 
any concerns they may have. “Lunch and learn” sessions were held with managers, posters were placed around the main 
office buildings, and the Intranet was used to issue reminders to staff.  The Head of Internal Audit also reminded the 
Executive and Senior Leadership Teams of their fraud responsibilities and the heightened fraud risks that may be suggested 
as a result of the increased cost of living and the after-effects of the pandemic. 

 
6.4 Protocol Framework 
 
6.4.1 Internal Audit has responsibility for maintaining the organisation’s counter-fraud protocols.  These form an important part of 

the management of fraud risk by setting the tone, culture and expectations of the organisation. 
 
6.4.2 The most significant change has been in relation to the Fraud, Bribery and Corruption Strategy.  This has been significantly 

expanded (and renamed) to cover the requirements of the CIPFA Managing the Risk of Fraud and Corruption self-
assessment.  All changes and additions are highlighted on the document for ease of review, but the key changes are: 

 

 Inclusion of a foreword by the Chief Executive to demonstrate executive sponsorship; 

 Reaffirming the role of executive and senior leaders in relation to counter-fraud; 

 Inclusion of detail on fraud risks and control measures; 
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 Inclusion of section on potential sanctions for fraud offences; and 

 Detail on how the Strategy will be monitored and evaluated. 
 

  The other protocols in place comprise the following, which have received their annual review and are presented for 
information.  No significant changes have been made to these: 

 

 Anti-Bribery Protocol;  

 Confidential Reporting (Whistleblowing) Protocol; 

 Surveillance Protocol; and 

 Investigations Protocol. 
 

6.4.3 The Money Laundering Protocol is undergoing a more significant review following the results of internal audit work in this 
area, and the revised protocol will be presented to the Committee for approval at the earliest opportunity. 

 
6.4.4 Once each protocol receives approval, it is disseminated to staff, like all policies across the organisation, via the 

Insight4Policies (“I4P”) system, which requires staff to read and acknowledge understanding of the policy.  
Acknowledgement levels of the protocols issued previously is at 87%, which is a very positive level.  Follow up work is 
ongoing with Departments to remind all staff to read and acknowledge the protocols. 

 
6.4.5 During the year to date, there have been no reports made to Internal Audit under any of these protocols. It is important that 

the profile of such protocols continues to be raised so that staff feel confident and comfortable in making any reports they 
deem necessary, and that they are aware of their responsibilities in doing so.  An absence of reports under the protocols 
could indicate a lack of awareness or confidence in these matters.  Ongoing work to promote the policies and ensure staff 
awareness and basic training in fraud matters should secure a more positive culture where staff feel able to report any 
issues concerning them.  
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6.5 Monitoring and Evaluation 
 
6.5.1  Given the significant progress that has been made in the results of the self-assessment, arising from the review of the Fraud, 

Bribery and Corruption Strategy, it is important that the effectiveness of the Strategy is monitored and evaluated. 
 
6.5.2 The implementation of the Strategy will commence once it has received approval from this Committee and from 

Merseytravel.  This will consist of continued awareness-raising and discussion with management, and issue to all staff to 
ensure staff awareness, and reinforcement through the risk management function. 

 
6.5.3 As this implementation progresses, it is hoped that fraud awareness will increase tangibly, with the following indicators 

showing positive movement: 
 

 An increase in the inclusion of populated fraud risks on risk registers; 

 Improvement in the level of fraud risk awareness demonstrated by staff, for example in their interactions with Internal 
Audit; 

 An increase in fraud referrals, whilst not positive in itself, would indicate growing awareness and confidence to make a 
report; and 

 An increase in completion levels of the Fraud Awareness e-learning. 
 

6.5.4 These indicators will be reflected upon in this report in November 2023, once the Strategy has had time to embed. 
 
  
 
 
 


